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Digital dependency, interoperability and complexity
>>> new types and levels of vulnerabilities
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Digital dependency and complexity:

If Software is eating the world,
are we safe ?
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ESSAY

Why Software Is Eating The World

By MARC ANDREESSEN
August 20, 2011

This week, Hewlett-Packard (where 1 am on the board) announced that it is exploring
Jjettisoning its struggling PC business in favor of investing more heavily in software,
where it sees better potential for growth, Meanwhile, Google plans to buy up the
cellphone handset maker Motorola Mobility. Both moves surprised the tech world. But
both moves are also in line with a trend I've observed, one that makes me optimistic
about the future growth of the American and world economies, despite the recent

2016

turmoil in the stock market, et ANDREESSEN HOROWITZ

In short, software is eating t)

More than 10 years after the

dotcombutbie.adozenord 39 67 Podcast: Software Programs the World

companies like Facebook an
with Marc Andreessen, Ben Horowitz, Scott Kupor, and Sonal Chokshi

sparking controversy in Silig

: i their rapidly growing privatd
In an interview with WSJ's Kevin Delaney,

Gaervinon aned inkadin inwastor Adavr

"All of a sudden you can program the world” — it's the continuation of the software eating the
valuations, and even the occs ) B :
world thesis we put out over five years 220, and of the trajectory of past and current technology
shifts. 5o what are those shifts? What tech trends and platforms do we find most interesting on

the heels of raising our fifth fund? Are we just building on and extending existing platforms

The wuaichy largess though. or will there be new platforms; and if so, what will they be? Well, distributed systemg,ﬁm;
1] COMPARY, OWNe g
no veXices ane... K_/
The watid's mos -
peprllar madia ownet. H H —_— H . i

RO B dls'_crlbuted systems encompassing cloud .and SaaS; A.l., machine
e e G learning, deep learning; and quantum computing — to the role of
MdgOChae 2 veRitcy: hardware; future interfaces; and data, big and small.

S ... why simulations matter... and what do we make of our current

i, S0P reality if we are all really living in a simulation as Elon Musk believes?
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Figure |: The Global Risks Landscape 2018
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Understanding cyber/hybrid crisis:
Digitized Society (the “fifth domain”) = digital “ecosystem” of
1) Cyber-Physical Systems

2) Complex Systems-of-Systems with emergent behavior

Structure-function
+ Data/Trace
Collaborations =

+ Hierarchy
+ Fusion/
Synchronization
Demands =

Demand situations

\ + Effects dri VCI'SJ ] '

.
Iﬂy"\.{

gl
Copyright © Philip Boxer 2009

These perspectives and their relationships
generate a knowledge base, the properties of
i\ which can be analyzed




Complex Systems-of-Systems (SoS)
Interoperability layers and security

Network Transport — physical connectivity and
network interoperability;

Information Services — data/object models,
semantic/ information interoperability, knowledge
and awareness of actions interoperability;

People, Processes and Applications: aligned
procedures, aligned operations, harmonized
strategy/doctrine, and political or business
objectives.
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Holistic approach — understanding interdependencies:

Beyond Layer 7: the real Cyberspace and Cyber terrain
[DoD - Defense in depth; Cyber Physical Systems]

Government Layer Government Govt. Cyber Laws, Regulations, Policies, Frameworks, Agreements, etc. Security

Organization Layer 3 Organization Org. Cyber Policies, Procedures, Information Sharing Agreements, etc Sacurlty
i Personnel
People - Supervisory Layer 1 Supervis mp ites
e s Risk Remediation Analysis ident. &
Persona Layer = E—— N Auth,

: ; App
Threat Susceptibility Scoring Security

—

Software Application Layer

Operating System Layer 9

It !
Weakness Risk Analysis

Machine Language Layer

Host
Security

Vulnerability & Weakness Scoring

Cyberspace —-<

Crown Jewels Analysis

Logical Layer —
(Communications Ports
And Protocols)

Physical Layer

Hardware, Cables (fiber, copper, etc)

Geographic Layer ‘ Geographic Geographic Location & Dependencies




SoS and
Layers of the IoT/lloT
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Understanding SoS (emergent) behavior
+

Sum of compound systems
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SoS are not just complex systems

[Maier's criteria, 1998]

e Operational Independence of Elements
* Managerial Independence of Elements

Evolutionary Development

Emergent Behavior

Geographical Distribution of Elements

[Dr. Daniel DelLaurentis, 2005 ]
* Interdisciplinary Study

* Heterogeneity of Systems

SoS (System-of-systems) need
Al/ML for “management”

* Networks of Systems
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SoS: Situational Awareness view (simplified)
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SoS Resilience = SIEM/SOC collaboration, Al/ML empowered
(advanced SIEMs+)
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Threat/Vulnerability side

* SoS (Systems-of-Systems) and emergent behavior/risks
* From Very-large-scale systems to all interoperable systems
e Cyber Physical Systems
e Supply Chains as SoS

* Micro-targeting
* Privacy
* Mind/behavior manipulation

* “Embedded” (by design) vulnerabilities (exploitable?)
e Zero day
e “Eternal Blue” Syndrome
* Complex nature

e Unknown Unknowns
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Economy, state and society:
from cyber hacking to manipulation of emotions and minds

The New York Review of Bo« )
Current Issue WYR Diaily Cal=ndar Archive Classifieds B e h aVI O ra I

microtargeting P
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Invisible Manipulators of Your Mind
Tamsin Shaw

Facebook is developing a way to read your mind

Seriously

panel the buman mels
! cts of human socictics tha
ity and whim, are now

R ¢ oo Jin vnecon Concordia Summit: Alexander Nix, the CEO of
Cambridge Analytica, which did data analysis and
message targeting for the Trump campaign, New
York City, September 2016
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SoS - obvious and non-obvious relationships and linkages Forensic
vulnerability analysis: the weak point is at 41" Degree of Separation

Figure 1. Identifying Centers of Gravity
Source: Joint Publication 2-0, IV-14.
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Unknown unknowns = ontological uncertainties

VPN Home

HAUS™

THE NEXT ‘BLACK SWAN' EVENT: A CYBER

>y VPM Haus | Sep 3, 2014 | Industry Commentary | O comments

sprinkled throughout the course of history are flashpoints that were as E f_;
Jnexpected as they were far-reaching. Catastrophic events like the Sep- e :i
m s =

ember 11 attacks come immediately to mind, but so too does the birth
>f the Internet and the rise of Google.

These unprecedented, unpredictable events were given a name in 2007

oy aulhor Massim Nicholas Taleb - black swans. In his book, "The Black
awan: The Impact of the Highly Improbable,” Taleb explains how, in the

Need: Prepare Organizations and Nations for
“Unknown Unknowns”
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Protection / Defense / Resilience side

 Security & Resilience by design
* |oT (+ Industrial Control Systems ICS/SCADA)
* Requirements CIP, CIIP, Essential Services

* Regulations - elD (eIDAS) — in relation to GDPR, NISD,
PSD2

e Standards, certifications — holistic approach (entire
ecosystem), complementarity

* New generation SIEMs

* Al —more than Machine Learning

* Quantum Safe Cryptography

* Active response capability development
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If AI/ML is already in charge, can we have situational

awareness and impact assessment without?
[the Blueprint]

Utilities: Water Military: Nuclear / autonomous
Plants/Electrical Grid Weapons

Energy: Nuclear
Power Plants

rclors

o Orcors racucts o

I-"CorlracLDrs"-. DAO

[ . I
- ‘.' Products | ﬁ,f‘

Supplies/Logistics: Financial/Stock Markets: . . . . . . .

Supply/Value chains >80% generated by Automated Trading Aviation: Uninterruptible Autopilot System, Science: R&D, Applied, Education

Training simulators
Systems g
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Super Viruses — Weaponized Al/ML

Table. Adversarial Technology Examples

New generation of malware:
Super viruses + evolving,
learning, adaptive, complex
targeted attacks — new APTs)

Adversarial Technology = Year Financial Impact Users Affected Transmit Vector New com pu tin g para d i gms an d
"I Love You" 2000 $15 billion 500,000 Emailed itself to user contacts after opened teCh nologies _ CIOUd com putl ng
' ‘ 1 ’
p i it i Scanned Internet for Microsoft computers— . . .
Code Red 2001 $2.6 billion 1 million attacked 100 IP addresses at a time the Iinternet Of thlngS, blg data’
"My Doom” 2004 | $38billion | 2million Emailed itself to user contacts after opened in memory com put| ng, bIOCkCha in
Stuxnet 2010 Unknown Unclear Attacked industrial control systems
| | Esti ' | >>
“Heartbleed" 2014 Estimatedtensof Estimated at 2/3 of all Web servers | Open Secure Sockets Layer flaw exposes user datp new p I ayg roun d S fO rma IWa re

millions

authors to develop complex and

Sources: "Top S Computer Viruses of All Time,” UKNorton.com, available at < http://uk.norton.com/top-S-viruses/promo>; "Update 1—Researchers icti

Say Stuxnet Was Deployed Against Iran in 2007 Reuters, February 26, 2013, available at <www.reuters.com/article/2013/02/26/cyberwar-stuxnet- SO p h Istl Cated ma IWa res
idUSLINOBQSZW20130226>; Jim Finkle, "Big Tech Companies Offer Millions after Heartbleed Crisis,” Reuters, April 24, 2014, available at <www.reuters.
com/article/2014/04/24/us-cybercrime-heartbleed-idUSBREA3N13E20140424>.

Relying on Kindness of Machines? The Security Threat of Artificial Agents.
By Randy Eshelman and Douglas Derrick. JFQ 77, 2nd Quarter 2015.
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Weaponized Al used to develop new cyber attacks (new
generatmn APTs) by:

Militaries - cyber-weapons, super robot-soldiers, autonomous drones and precision lethal weapons
* Governments - use Al/ML to monitor/control people, or disrupt other states (governments, economy, society)
e Corporations — competition war-games, intel
» Hackers — steal, penetrate, destroy (ransom), “stealth” invisible activities (“as a service”
 Doomsday cults attempting to bring the end of the world by any means.
* Psychopaths — appear in history books by any means

e Criminals — dark web and proxy systems for any unlawful activities

Accessible AlI/ML as a
Service - anyone could be
bad actor!
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Adversaries — access to cheap and powerful
Al/ML tools

B & G missatomic bomb oontah‘ G KTk CHimeon sTopw 1¢ | G Family Tree & Family Histon | ] Cheaper Al for Everyor X |+ v - o X

< > O f @& A Medium C ion [US] it

g heap he-p n hps @ K Kk L @ o
Cheaper AL for Everyone Is the
Promise With Intel and Facebook’s
New Chip

MIT Technelogy Companies hoping to use artificial intelligence should benefit

Review

MIT Technology from more efficient chip designs
Review

‘ Follow ‘ MIT Technology Review | Follow

I— Jan 14 - & min read *

Y s67

3¢ D

By the year 2021, cybercrime losses will cost upwards
of S6 trillion annually.

A prototype of Intel’s NNP-I chip. Photo: Intel
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Cyber/hybrid (cy
Or constant low-

The Washington Post

Opinions

The most damaging part of
Trump’s response to the Mueller

report

By David Ignati

olumnist

2 May 30 a

orid) crisis?

evel cyber war?
i

EXECUTIVE ORDERS

Executive Order on Securing the
[nformation and Communications
Technology and Services Supply

Chain

—— INFRASTRUCTURE & TECHNOLOGY Issued on: May 15, 2019

ColnmuImIly, 1das responucd vy aeveioping a wougil new aocuine |as

| and

European Council
Council of the European Union

The European Council  The Council of the EU  Policies Meetings Documents & Publications Press

Home > Press > Press releases

Council of the EU = Press release 17/05 11:52

Cyber-attacks: Council is now able to impose
sanctions

On 17 May 2019, the Council established a framework
which allows the EU to impose targeted restrictive
measures to deter and respond to cyber-attacks which
constitute an external threat to the EU or its member

SPACEMUST BE OPEN,

- STABL {M‘um

states, including cyber-attacks against third States or
international organisations where restricted measures
are considered necessary to achieve the objectives of the
Common Foreign and Security Policy (CFSP).

Cyber-attacks falling within the scope of this new sanctions
regime are those which have significant impact and
which:

resistant and to respond to cyber-attacks.

* originate or are carried out from outside the EU

* use infrastructure outside the EU or
+ are carried out by persons or entities establishe(
+ are carried out with the support of person or enf

s:g_s:;z

to counter cyberattacks by Russia and other rivals. The premise
is that our adversaries are engaged in constant cyberassaults

against us and that the United States should adopt a strategy of
“persistent engagenieie

What this means, basically, is that the United States is now in a

low-level state of cyberwar, constantly.
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Executive Order on America
Cybersecurity Workforce

G

EXECUTIVE ORDERS

The global battle to
steal your secrets is
turning hackers into
—— ECONOMY & JOBS Issued on: May 2, 2019 | arms dealers

BY LEV GROSSMAN




Al in wild (use)

* Al for advanced malware detection and protection
* ML for fileless malware detection >>> examples
* Al/ML for static and dynamic analysis for malware detection

* Al/ML-based monitoring and safety systems (for any type of ICT

* Cyber protection for Al applications — seems only Al/ML can monitor
the Al-empowered systems — “Trustworthy Al” (El Guidelines), DARPA
XAl project

Al for red teaming and exercises (if bad guys are using it...)
But also
e Al/ML empowered APTs, campaigns, cyber/hybrid war
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A proof:BG-GB Cyber Shockwave exercise
“Skin in the game”

Industry (Gas and oil distribution) >>> State (3 ministries, 3 agencies)
Technical + Tabletop (4 main attack vectors + misinformation)
Small (business) is BIG (threat)

e Context: EU elections (but CYBRID by nature, any time ...)
Tested:

EU Blueprint (ENISA), Cybersecurity Incident Taxonomy, Al & ML

Asymmetry demonstrated:
RED (+simple Al/ML) <> BLUE (Industry + State)
Result: 4 hours, score 3.5 for ??? out of 4

Supported by: UK Embassy, NCSC, UK companies/consultants ‘
What’s next: Romania, Greece
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“If you are not part of the solution,
you must be part of the problem”

Attributed to: Eldridge Clever (1969); African
proverb, others
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